Loose semantics in the verification of communicating systems
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The specification language CSP-CASL combines algebraic and process algebraic formalisms for the description
of reactive systems with structured data [Rog 03]. We are using this formalism to formally specify and verify a
Swiss banking system and its communication protocol. The EP2 banking system describes the actors involved in
an electronic payment and the interfaces between them [EP2]. The so-called EP2 terminal is the main customer
interface for initiating the transactions; it can connect to different authorisation servers with a customized
security protocol. In [GRS 05] we describe some aspects of an EP2 terminal, where the dynamic behaviour is
modelled in CSP and the data on the channels is described in the common algebraic specification language
CASL [ABK+02]. One particularity of this formalism is that CASL has a loose semantics for the definition of
data types [Mos 04]. Intuitively, this means that there are more admissible interpretations of a specification than
in the initial semantics; there are no further constraints on the models of a specification. This facilitates the use
of parameterised data types and refinement relations between specifications. However, it brings about some
unexpected phenomena.

In our project, we used the formal specification for transformational verification. We structured the specification
into different layers of abstraction, where each lower layer is a refinement of the one above. Thus, refinement
supports the incremental development of a specification into an implementation. There are two different aspects
to specification refinement in CSP-CASL: data refinement and process refinement. Data refinement amounts to
the augmentation of the axioms by additional requirements and reduces the class of possible models. Process
refinement eliminates nondeterministic choices and amounts to a reduction of model classes in the denotational
semantics of CSP. There are different possibilities for the definition of this notion; usually each refinement step
transforms the specification from a more abstract level to a more concrete one. Since CASL has loose semantics,
these refinement steps can be verified interactively. Automated tool support is under development [IR 05].

Refinement between specifications is closely coupled to conformance between specification and implementation.
If a specification S’ refines S, and I conforms to S’, then I must conform also to S. Similarly, supposed T’ is a
test sequence which passes at the specification level S’, then T’ must pass also on the next, more abstract level of
specification S. Here, an implementation conforms to a specification, if all tests which can be performed on both
yield the same result, pass or fail (various other testing preorders have been defined in the literature, see [BT
01]). This property allows us to re-use test cases which have been developed from a more abstract specification
for a more concrete level. We manually developed test sequences for an actual implementation of an EP2
terminal, and compared them to tests which can be derived from the specification. We are developing an
automatic test generation algorithm similar to the one for LOTOS [GJ 99]. Reaching a test verdict requires to
check whether a communication is consistent with the set of axioms in the algebraic data type. Here, loose
semantics makes a significant difference since only those equalities are valid which can be derived from the
axioms.
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